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EXECUTIVE SUMMARY

This glossary presents a comprehensive list of tactics, techniques, and procedures (TTP) related to Foreign
Information Manipulation and Influence (FIMI). The list includes TTPs that have been conceptualised within
the academic, policy, and military milieus of Europe, the Anglosphere, and Japan to describe general modes
of action, or those specific to China and Russia. It also includes TTPs conceptualised within Chinese and Russian
academic, policy, and military milieus to address these countries' actions, as well as those of the collective
“West”.

While available to the public, this glossary is conceived as an internal tool for the researchers of the DE-
CONSPIRATOR consortium. All the sources consulted to draft the glossary are available in the appendix.
Readers interested in using a TTP definition for academic research are invited to consult the relevant sources
listed in the appendix.

Terms written entirely in capital letters identify TTPs that have their own distinct entry in the glossary.
Example: HYBRID WARFARE. Bold characters without capital letters are used for different monikers of the
same TTP. Example: hybrid threats. Quotation marks are used for TTPs that are primarily known via idiomatic
expressions and their eventual translations in English.
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THE GLOSSARY

ACTIVE MEASURES (aktuBHble meponpuatua, aktivnye meropriyatiya). The term refers to techniques and
tactics of POLITICAL WARFARE historically used by the intelligence services of the Soviet Union to undermine
the political interests of adversary nations, weaken their positions, and disrupt their plans. Comparable to U.S.
covert actions, active measures involve the manipulation of media, societies, and political processes through
PROPAGANDA, paramilitary and clandestine actions, and the strategic use of intelligence.

ALGORITHMIC BIAS The systematic and repeatable distortion in algorithmic systems that produces
outcomes favouring or disadvantaging certain groups, individuals, or perspectives. Algorithmic bias can arise
from biased training data, flawed design choices, or the unintended consequences of optimization goals,
leading to discriminatory effects in areas such as content visibility, decision-making, and information
dissemination.

“BORROWING A BOAT TO GO OUT TO SEA” (#:M4fi i ifF, jiechuan chuhai). A Chinese tactic aiming at using
popular and/or respected foreign media to deliver Chinese narratives to foreign audiences.

BOTNETS Networks of automated accounts, or bots, programmed to spread messages on social media
without human intervention, serving as amplifiers for DISINFORMATION CAMPAIGNS. Botnets exploit online
anonymity, making it difficult to discern human versus automated speech. Botnets may be effective because
of the volume and speed of the dissemination of their outputs, but also for the convincing quality of audio-
visual content of the messages they disseminate.

CENSORSHIP The act of controlling the flow of information and suppressing content for political and ethical
reasons. While commonly associated with totalitarian regimes and top-down enforcement by state
authorities, forms of censorship are present in virtually any type of political regime, including liberal
democracies. Within contemporary authoritarian regimes’ censorship, is usually selective and strategic, rather
than exercising a blanket ban on content deemed “problematic”. Such an approach allows monitoring of public
sentiment more effectively. Digital censorship entails the removal or obscuring of internet content accessible
to the public, as well as restrictions on one’s ability to transmit information digitally to a wider audience.

COGNITIVE WARFARE A term commonly used in Western and global media to describe China’s
INFORMATION WARFARE and PSYCHOLOGICAL WARFARE, especially targeted against Taiwan, since the late
2010s. People’s Liberation Army literature uses instead the term cognitive domain operations (A X135 {E 5,
renzhiyu zuozhan) to describe an operational concept focused on the application of artificial intelligence and
big data to psychological warfare (here to be understood as a component of the THREE WARFARES) with the
aim to manipulate opponents’ cognitive and decision-making processes.

COMPETITIVE STRUGGLE (koHKypeHTHas 60pbba, konkurentnaya borba). A foundational concept in Russian
foreign policy that frames international relations in terms of a zero-sum contest for power. Russia sees itself
as an emerging power challenging Western dominance, with the West, led by the USA, perceived as
obstructive to the country’s legitimate interests. This competition involves undermining rivals to strengthen
one’s own position, with the information domain as a critical battleground. Russia perceives Western media
as tools used to attack and undermine its interests, prompting the development of defensive and
counterattack measures.

COMPOUND WARFARE A conceptualisation of warfare that emerged in the U.S. in the early 2000s, based
on the simultaneous use of “regular” and “irregular” forces against an enemy, with the aim to generate an

Page 8 of 28

D2.2: The Glossary of FIMI — Related Terms, 30/04/2024



u DE-CONSPIRATOR

impact that is greater than the sum of its parts. The deployment of irregular forces provides an opening for
the use of INFORMATION OPERATIONS, and more broadly for INFLUENCE ACTIVITIES, outside of the
battlefield. Compound warfare can be considered the predecessor of HYBRID WARFARE, a concept that would
become popular in 2010s.

CONSPIRACY THEORIES Conspiracy theories are lay beliefs that attribute the ultimate cause of an event or
the concealment of an event from public knowledge to a secret, unlawful, and malevolent plot by multiple
actors working together. Belief in conspiracy theories among certain audiences can be exploited by
adversaries, who can tailor narratives to fit such beliefs and facilitate their dissemination.

CONTENT MODERATION The processes and practices by which digital platforms monitor, evaluate, and
manage user-generated content in accordance with legal requirements, community standards, or corporate
policies. It involves decisions about what content is allowed, restricted, removed, or deprioritized, and can be
carried out manually by human moderators or automatically through algorithmic systems. While often
intended to prevent harm, MISINFORMATION, or illegal activity, content moderation also raises critical
guestions about free expression, political bias, and accountability. In both democratic and authoritarian
contexts, moderation practices can inadvertently or deliberately lead to the suppression of certain voices or
viewpoints, making it a central concern in debates over digital governance and platform power.

CYBERATTACKS Deliberate actions that target the availability, integrity, and/or protection of data or
information systems. Sensitive information that is obtained through cyberattacks may enable INFORMATION
OPERATIONS against an adversary. A confrontation by state or state-adjacent actors conducting these types
of attacks against an adversary to achieve politico-military objectives is more commonly defined as
cyberwarfare.

DEBUNKING A process of exposing false claims, myths, or misconceptions by providing evidence or logical
reasoning to refute them. It involves critically examining and discrediting MISINFORMATION or unsupported
beliefs.

DEEPFAKES A deepfake is a synthetic video or audio media output, created using artificial intelligence
techniques. These techniques are used to manipulate and superimpose existing images or recordings onto
source material, often resulting in highly realistic but fabricated content. Deepfakes can be used to create
convincing depictions of people saying or doing things they never actually did, raising concerns about their
potential use for spreading MISINFORMATION and/or DISINFORMATION and thus manipulating public
opinion.

DIGITAL DISRUPTION Digital disruption refers to INTERFERENCE in digital infrastructure or services aimed at
creating chaos, confusion, or rendering systems inoperative, thereby undermining social, economic, or
political stability. This disruption can occur through various methods, including CYBERATTACKS like Distributed
Denial of Service (DDoS) attacks, ransomware, or malware; system infiltration involving unauthorized access
and manipulation of data; exploitation of software vulnerabilities; and flooding digital platforms with excessive
information (often false and misleading) to overwhelm information processing capacities.

DIGITAL SUBVERSION Digital subversion is the use of digital technology or platforms to undermine
established systems, norms, or authority structures. It encompasses various strategies and methods, including
hacking, online activism, and DISINFORMATION campaigns.

DISCOURSE POWER (151E4Y, huayu quan). A conceptual platform used in China to conceptualise threats,
disadvantages, and objectives for the Chinese Party-State in the INFORMATION SPACE. Chinese interpretation
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of this concept have ranged from “right to speak” (the right to be heard on the international stage
notwithstanding the hegemony of international media); as “power discourse” (the growing ability to shape
the global information space in relation to the comprehensive growth of a country’s national power); as
“power of the media” (actual control over the media); as SOFT POWER; and as “diplomatic skill” (namely the
ability to use all the tools of diplomacy, including PUBLIC DIPLOMACY, to make China’s voice heard globally).
Under the Xi administration “discourse power” has evolved into a strategy to support China’s rise and
guarantee regime security.

DISINFORMATION False or misleading information, either of domestic or foreign origin, that is intentionally
crafted and strategically disseminated to achieve a political goal by manipulating an audience’s perceptions.
Disinformation campaigns often target political actors and/or causes, seeking to undermine their credibility.
Tactics used in disinformation campaigns include BOTNETS, TROLL FARMS, and SOCIAL NETWORK
MANIPULATION. Disinformation spreads rapidly within closely connected groups, contributing to societal
polarization and MISINFORMATION. It has been linked to significant political events and violence worldwide.
Coordinated efforts to disseminate disinformation are generally known as disinformation campaigns.

FAKE NEWS fully fabricated, partially fabricated, decontextualized stories and other types of content
deliberately disseminated by domestic or foreign hostile actors. Fake news often specifically target segments
of society that are already prone to discontent (and who may believe in CONSPIRACY THEORIES) or aims to
create such discontent and negative perceptions. Fake news can be considered a form of DISINFORMATION
or PROPAGANDA.

“FLOODING THE ZONE” The expression “flooding the zone”, also known as “info-noise” or infoshum
(MHdowym) in the Russian language, refers to a Russian technique of INFORMATION OPERATIONS, aiming at
inundating the INFORMATION SPACE with low-quality content containing diverging information. This tactic
aims to obscure genuine news articles, making it difficult for news consumers to access reliable information.

FOURTH-GENERATION WARFARE A conceptualisation of warfare emerging from insurgency, rooted in the
assumption that superior political will, when properly employed, can defeat a greater economic and military
power. In light of this power asymmetry, the actor that wages this type of warfare makes use of operations
within the information domain in order to carry on its fight by directly attacking the cognitive processes of the
decision-makers of the opposite actor.

GREY ZONE OPERATIONS Operations in the “grey zone” encompass a wide range of efforts that aim at
advancing a political actor’s interest against an adversary using means that are at the same time outside of
the realm of routine statecraft and below the threshold of direct military confrontation. The concept emerged
in the late 2010s in Japanese and US policy and academic milieus to describe Chinese operations in the South
and East China Seas and around Taiwan. Grey zone operations are conceptually contiguous but ultimately
distinct from HYBRID WARFARE. The latter, however, does not recognise the grey zone’s central concept of
maintaining operations below the threshold of direct military confrontation.

“HARMONIZATION” (F1i#, hexie). Term used to describe the CENSORSHIP practices aimed at removing
content considered objectionable or destabilising to “societal harmony” as defined by the Chinese
government under Hu Jintao’s two terms as “paramount leader”. Harmonization removes not only politically
sensitive content but any type of content that is considered sensitive and potentially divisive from a Chinese
socio-cultural perspective. Harmonization relies on the compliance of internet companies as well as on the
work of human censors and algorithms.
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HYBRID WARFARE A concept emerging in the 2000s in the U.S. Hybrid warfare was originally defined as the
use of different modes of warfare blending regular approaches and irregular approaches that even include
terrorist and criminal activity in order to achieve an actor’s objective within the battlefield. Since Russia’s
takeover of Crimea in 2014, the concept’s focus in the West has shifted from the battlefield to the full
spectrum of great power competition, encompassing any combination of conventional and non-conventional
methods to achieve an actor’s political-military objective. This shift, in turn, has left an unresolved conceptual
tension between “hybrid warfare as a mode of warfare” and “hybrid warfare as a type of strategy”. In the
second case, hybrid warfare can be understood as a new iteration of POLITICAL WARFARE. Hybrid warfare is
also conceptually contiguous to GREY ZONE OPERATIONS. However, hybrid warfare does not imply the
necessity to keep operations below the threshold of direct military confrontation. Against this backdrop, the
more conceptually flexible term hybrid threats has been used instead since the late 2010s. Against this
backdrop, the concept of hybrid interference defines the deployment of hybrid threats as a wedge strategy,
typically used by autocratic states against members of liberal democracies coalitions. The term hybrid
influencing has been instead used to describe the concerted use of hybrid threats aiming at influencing an
adversary’s choice in a cognitive environment still permeated by the threat of war. Hybrid warfare and
contiguous terms are rarely used in the literature on China but have been widely adopted in the literature on
Russia after the partial takeover of Ukraine in 2014. Crucially, within Russia the term gibridnaya voyna
(rmbpmnpgHas BoiHa) has been used instead to describe perceived Western (namely American) attempts to
erode the socio-cultural cohesion of its adversaries (Russia included) while protecting its own.

IDEOLOGICAL SECURITY Ideological security involves safeguarding a country’s dominant ideology from both
external and internal threats in order to guarantee national security (and implicitly, regime security).
Ideological security provides a conceptual framework for continuing domestic mobilisation, domestic
CENSORSHIP, and attempts to suppress sensitive narratives outside national borders. The concept has a
transnational appeal for many autocratic regimes across the world and generally frames “the West” as the key
source of such threats.

INFLUENCE The ability to shape another actor’s perceptions, decision-making processes, and actions in one’s
favour. Concerted and coordinated attempts to influence a target can be defined either as influence
campaigns or as influence operations. The term broadly encompasses any type of activity — legal and illegal,
regular and irregular, overt and covert — across multiple physical and virtual domains. Coercive activities are
not generally included within influence activities, even though the potential threat of coercion does play a role
in the projection of influence.

INFORMATION ENVIRONMENT A concept central in the STRATEGIC COMMUNICATIONS literature. The
information environment is a conceptual space where actors and audiences interact, comprising three
interrelated dimensions: the cognitive, physical, and informational dimensions. The inclusion of a cognitive
dimension separates it from the more widely used concept of INFORMATION SPACE.

INFORMATION OPERATIONS A term that can be broadly used to describe any type of activity pursued by a
political actor in order to achieve its objectives in a contested environment via the dissemination and/or the
control of the flow of information. Information operations can consequently be considered as part and parcel
of various forms of “warfare” that are not centred on direct kinetic confrontation, such as COGNITIVE
WARFARE, COMPOUND WARFARE, FOURTH GENERATION WARFARE, HYBRID WARFARE, LAWFARE, POLITICAL
WARFARE, PSYCHOLOGICAL WARFARE, and PUBLIC OPINION WARFARE. They may comprise the execution of
CENSORSHIP and/or CYBER ATTACKS; the projection of SHARP POWER; the dissemination of FAKE NEWS,
DISINFORMATION, and/or PROPAGANDA, as well as the use of tools such as BOTNETS and TROLLS, and of
tactics such as “BORROWING A BOAT TO GO OUT TO SEA” and “FLOODING THE ZONE”; they can be
disseminated through traditional mass media and social media. Informational countermeasures to

information operations may include STRATEGIC COMMUNICATIONS, proactive PUBLIC DIPLOMACY, as well as
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various efforts to raise awareness among the public through warnings, tagging, or identification of suspect
source, and through the establishment of new institutions and platforms specifically designed to meet this
challenge.

INFORMATION SPACE See INFORMATION ENVIRONMENT.

INFORMATION SUPPRESSION The deliberate and often systematic restriction, distortion, or concealment
of politically significant information by state or non-state actors. In the context of digital media, this is
frequently enacted through platforms and algorithms to influence public opinion, suppress dissent, or
maintain existing power structures. Common methods include CENSORSHIP, DISINFORMATION, algorithmic
downranking, biased content moderation, and internet shutdowns.

INFORMATION WARFARE A term that is: [1] used interchangeably with INFORMATION OPERATIONS; [2]
used as a key component of various modes of warfare waged below the level of direct military confrontation
(such as COGNITIVE WARFARE, HYBRID WARFARE, LAWFARE, POLITICAL WARFARE, PSYCHOLOGICAL
WARFARE, PUBLIC OPINION WARFARE); [3] used to describe information and communication technologies-
centred confrontation in the battlespace. The Russian concept of information confrontation
(vHdopmaumoHHoe npoTuBobopcTBO, informatsionnoye protivoborstvo) reflects the second broad meaning
listed above, as a long-term form of non-kinetic confrontation aiming at mollifying the socio-political and
cultural cohesion of an adversary by operating in its INFORMATION SPACE/ENVIRONMENT, in light of hard
power asymmetry. Russia’s concept of information war (MHbopmaunoHHas BoliHa, informatsionnaya voyna),
however, is more akin to STRATEGIC COMMUNICATIONS, as it focuses on how actions, rather than
information, can enable effective communications with multiple foreign audiences to serve the state’s
objective. In the case of China, information war ({5 /& ik, xinxizhan) is either subsumed within the
PSYCHOLOGICAL WARFARE and POLITICAL WARFARE paradigms, or within the battlespace-related concept of
electronic warfare.

INTERFERENCE The disruption of the political, economic, and socio-cultural processes of a target actor mainly
through clandestine means. In contrast with INFLUENCE, interference is not primarily concerned with shaping
perceptions and behaviours of the target actor, aiming instead at rendering it dysfunctional in the context of
a confrontation. COGNITIVE WARFARE, HYBRID WARFARE, INFORMATION OPERATIONS/WARFARE, LAWFARE,
POLITICAL WARFARE, PSYCHOLOGICAL WARFARE, PUBLIC OPINION WARFARE, SHARP POWER, and
SUBVERSION WAR can be understood as historically specific and/or geographically specific modes of
interference. ACTIVE MEASURES, CYBER ATTACKS, DISINFORMATION, FAKE NEWS, KOMPROMAT, ORGANISED
SOCIAL MEDIA MANIPULATION, SHARP POWER, and UNITED FRONT WORK can be understood as means for
interference.

INTERNATIONAL MEDIA DEVELOPMENT A term used in China to refer to evolution and change in the fields
of news media and communications. In detail, international media development concerns the development
of an international presence for all of China’s most prominent state-owned media outlets, and the support of

journalist and media organisations who are supported by, trained by and aligned with China, especially in the
Global South.

INTERNET SOVEREIGNTY (%% 3£, wangluo zhuquan). A concept underlying the idea that the state has
the right to manage and control the internet within its borders according to its own national interests,
including the regulation of information and data flows. The concept informs the Chinese government
enforcement of CENSORSHIP (“HARMONIZATION") strict regulations over internet usage, content, data
management within the country, and stringent data localization laws that require international companies
operating in China to store Chinese users' data within the country.
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INTERNET SURVEILLANCE The gathering, observation, and analysis of information from online activity. The
content of surveillance can include anything, from emails and social media posts, to browsing history and
search terms.

“INTERNET WATER ARMY” (M 4% 7K %, wangluo shui jun). Paid internet commentators who post comments
favourable to the Chinese government policies in an attempt to manipulate public opinion and drown out
dissenting voices. Unlike overt CENSORSHIP, which removes content, the use of these commentators is
subtler, aiming to sway public opinion through the appearance of grassroots support. This strategy allows the
government to maintain a semblance of lively discourse while ensuring that the digital conversation aligns
with its interests. This practice not only helps stabilize the domestic INFORMATION SPACE but also serves as
a tool for cyber diplomacy, where these commentators engage in international forums to influence global
perceptions about China.

“KOMPROMAT” (komnpomart, “compromising material”). A term of Soviet origins referring to information
that is strategically collected and deployed to discredit, blackmail, or manipulate individuals or organizations.
It includes private communications, financial records, misconduct evidence, or other sensitive details. This
tactic, rooted in Soviet intelligence tactics, is used to ruin reputations, coerce compliance, or influence public
opinion and political outcomes, and extends beyond Russia to international diplomacy.

LAWFARE (also known as LEGAL WARFARE): The use of legal tools to achieve an actor’s objective either on
the battlefield or in a politico-diplomatic competition. Lawfare emerged in the U.S. in the contest of the Global
War on Terror with the aim to support and demonstrate the “legality” of kinetic operations in the battlefield.
The concept emerged in China between the late 1990s and the early 2000s. In China, lawfare is one of the
THREE WARFARES, together with PSYCHOLOGICAL WARFARE and PUBLIC OPINION WARFARE. Chinese lawfare
is primarily concerned with the use of legal tools in politico-diplomatic contests as a result of the country’s
maritime and territorial disputes. The instrumental conceptions of international law, traceable to Soviet
Marxism-Leninism legal theories, further inform Beijing’s own distinct use of legal tools.

MISINFORMATION The act of inadvertently sharing DISINFORMATION, FAKE NEWS, and other forms of
partially or fully erroneous or decontextualised information.

NARRATIVE COMPETITION A contestation of culturally attuned cognitive schemata among particular
audiences. In this context, a narrative is a cognitive process of ordering information into a structure of cause,
effect and consequence that also works as a system of stories structured in such a way as to make meaning.

NET-CENTRIC WAR A Russian conceptualisation of INFORMATION WARFARE designed to influence a network
of people, instructions, foundations, organizations, that may promote a certain set of ideas to achieve certain
political goals. Net-centric warfare focuses on the combat power that can be generated from the effective
linking or networking of the warfighting enterprise. It is characterized by the ability of geographically dispersed
forces to create a high level of shared battlespace awareness that can be exploited via self-synchronization
and other network-centric operations to achieve commanders’ intent.

ORGANISED SOCIAL MEDIA MANIPULATION A term describing the deliberate use of government or
political party employees, often termed cyber troops, to manipulate public opinion online for political
purposes. This includes disseminating both DISINFORMATION and strategically crafted truthful information to
shape narratives and advance specific agendas. Additionally, organised media manipulation encompasses
control over media content and channels to influence public perceptions, behaviours, and opinions, employing
techniques like selective dissemination, POLITICAL ASTROTURFING, PROPAGANDA, and CENSORSHIP.

Page 13 of 28

D2.2: The Glossary of FIMI — Related Terms, 30/04/2024



u DE-CONSPIRATOR

PERCEPTION MANAGEMENT The intentional manipulation of information to influence how it is perceived
by an audience. This involves controlling or shaping information to affect the targets’ cognitive processes and
change their beliefs and actions, often through de-contextualization, distortions, and INFORMATION
SUPPRESSION, as well as through the employment of psychological tactics capable to affect emotional
responses.

POLITICAL ASTROTURFING A top-down, coordinated DISINFORMATION effort in which actors participate to
processes of political communications within the INFORMATION SPACE — generally on social media — with the
aim to project genuine support for a specific electoral candidate, a political figure or a narrative. A form of
SOCIAL MEDIA WARFARE and of SOCIAL NETWORK MANIPULATION.

POLITICAL WARFARE The employment of all available means by a state, short of direct military
confrontation, to achieve its objectives. Political warfare encompasses the use of a very wide range of national
and international instruments in efforts to persuade, intimidate, coerce, undermine, and weaken opponents,
and hence achieve desired political goals. The only major activity excluded from this conception of political
warfare is the use of kinetic force in an overt military confrontation with the opponent. Political warfare makes
use of assertive diplomacy, INFORMATION OPERATIONS, economic statecraft, infiltration and subversion,
strategic corruption, hacking and other forms of CYBERATTACKS, military signalling, and deniable deployment
of military and paramilitary forces below the threshold of overt military confrontation. The concept is
contiguous to HYBRID WARFARE, and to a lesser extent GREY ZONE OPERATIONS and PSYCHOLOGICAL
WARFARE. When it comes to China, political warfare, also describes, in a narrower fashion, what is known as
the “political work” (¥ .1, zhengzhi gongzuo) of the People’s Liberation Army, namely a range of
operations below the threshold of direct military confrontation, including psychological operations,
PROPAGANDA, and military PUBLIC DIPLOMACY. In the case of Russia, political warfare lacks an official
conceptualisation by bureaucratic actors, and can be understood as a broad framework comprising activities
conceptualised as ACTIVE MEASURES, HYBRID WARFARE, INFORMATION OPERATIONS/WARFARE, and other
modes of international competition short of direct military confrontation. Russian political warfare is thus the
result of a wide network of bureaucratic actors within the intelligence, security, and military services of the
country, state media, state-adjacent actors (including diasporic communities and criminal groups), and foreign
actors who are ideologically, tactically and/or financially linked to Russia.

POST-TRUTH The erosion of shared objective standards of truth resulting in denying the existence of a
verifiable independent reality. It involves muddying the waters to the extent that distinguishing between truth
and falsehood becomes challenging, rather than solely pushing lies as truths.

PRECISE COMMUNICATION A concept concerning the enhancement of the international influence of
China’s PROPAGANDA work. Precise communication involves tailoring content dissemination methods to
specific target audiences based on in-depth understanding obtained through data analysis, surveys, and
behavioural data. The aim is to maximize the impact of China’s narratives abroad by customizing content based
on audience preferences, interests, and values, creating messages that resonate effectively with smaller
constituencies and even individuals. Precise communications is influenced by advertising theories and relies
on contemporary communication technologies and Al to reach target audiences more effectively. The concept
is contiguous to the Chinese conceptualisation of STRATEGIC COMMUNICATIONS.

PROPAGANDA A mode of political communication consistently (but not exclusively) relying on one-way
information flows and the simplification, distortion, and de-contextualisation of information to INFLUENCE
perceptions, shape behaviours, and — when the actor holds political power — enforce rules among target
audiences. Modern understandings of propaganda coalesced during the First World War (1914-1918). They
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are however primarily associated with the authoritarian regimes of the 20™ century, and especially with the
totalitarian regimes of that era and their absolute control of their mass media and of the private lives of their
citizens. Popular understandings of propaganda often simply equate it to DISINFORMATION. Propaganda can
be categorised according to multiple criteria. [1] According to its ends (“political propaganda”, “agitational
propaganda”, “integration propaganda”, “sociological propaganda”, “legal propaganda”, “military
propaganda”). [2] Via the identity of the propagandist, be it a state actor or a specific bureaucratic actor within
astate, aninsurgent or a terrorist group, a political movement or party. [3] In relation to a perceived opponent
(“offensive propaganda” vs. “defensive propaganda”). [4] According to the medium chosen for the
dissemination of the message (“propaganda by word”, “propaganda by deeds”, “audio/visual propaganda”).
[5] According to a specific domain or set of tools and techniques used to create and disseminate content (cyber
propaganda, computational propaganda). Contemporary perceptions of propaganda are negative at a global
level following the two world wars and the experience of 20t century totalitarian regimes. Virtually all state
actors refute accusations to produce and disseminate propaganda. Modes of state communications such as
PUBLIC DIPLOMACY and STRATEGIC COMMUNICATIONS have been devised to avoid such accusations.
Propaganda in China (E.1%, xuanchuan): Leninist regimes such as China refute moralistic conceptualisation of
propaganda, even though they officially translate the term as “publicity” in communications with foreign
actors and in foreign contexts. “Propaganda work” (‘E4% .1, xuanchuan gongzuo) remains a crucial activity
essential to the exercise of political power within the country and to the projection of China’s image and power
abroad. Propaganda work is implemented by the country’s “propaganda system” (EA&1K &, xuanchuan tixi),
a sprawling network of institutions across the party and the state, with the Propaganda Department of the
CCP at its top. Propaganda work does not simply concern the control of media and communication (thus
enforcing CENSORSHIP and HARMONIZATION) within the country. It also concerns public education, party
education and training of state officials, ideological construction, diplomacy (being it traditional, public,
economic, military, health-related, etc.), and military affairs (with the implementation of THREE WARFARES
and POLITICAL WARFARE). Propaganda activity can be roughly classified as “internal” (N'&, neixuan) and
“external” (9NE, waixuan), yet there is also propaganda specifically targeting oversea Chinese communities
and propaganda targeting Taiwan which eschews clear-cut definitions.

Propaganda in Russia (nponaraHga): Russian propaganda lacks the Leninist bureaucratic organisation of
China. It has a polycentric nature, with multiple bureaucratic actors within the intelligence, security, and
military services of the country involved in its creation. Its dissemination relies on state and state-adjacent
media, but foreign individuals and networks alighed with Moscow play a key role in its propagation within
foreign INFORMATION SPACES. Russian propaganda has been described as high-volume, multichannel, rapid,
continuous, repetitive, with no commitment to objective reality and consistency.

PSYCHOLOGICAL MANIPULATION Any type of activity aimed at raising threat perceptions or intensifying
popular emotions, such as anger, to elicit confrontational policy preferences. It may also seek to draw out
expressions of support to amplify the state’s voice or suppress dissent, generating psychological pressure on
a foreign target. Wide-ranging and co-ordinated acts of psychological manipulation can be understood as
PSYCHOLOGICAL WARFARE.

PSYCHOLOGICAL WARFARE A mode of confrontation designed to challenge prevailing narratives and beliefs
within a target country or community, with the aim of hijacking the cognitive processes of the target and
changing its thought processes and behaviours in favour of the opponent. “Psychological operations” is the
equivalent term in the Euro-Atlantic military and security milieus. In the NATO context, psychological
operations differ from STRATEGIC COMMUNICATION as they are not bound by the necessity to maintain
standards of truthfulness and reflect the values of the organisation and of its member states. In China,
psychological warfare (:0>F1 ik, xinlizhan) is a key component of the THREE WARFARES. Chinese psychological
warfare is primarily different from PUBLIC OPINION WARFARE because of the identity of the target: the former
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targets decision-maker elites, and armed forces, the latter the general public. Chinese PSYCHOLOGICAL
WARFARE is also the foundation of COGNITIVE WARFARE.

PUBLIC DIPLOMACY The practice by which states communicate, interact, and engage with foreign audiences
in order to influence their perceptions and opinions in a positive manner. It involves the promotion of a
country's culture, values, policies, and image through transparent and credible communication. Public
diplomacy emphasizes mutual understanding, cultural exchanges, and dialogue, seeking to attract and
persuade rather than coerce — thus being a key tool for actualising a country’s SOFT POWER. It emerged in the
U.S. during the Cold War in a conscious attempt to distinguish its political communication from PROPAGANDA.
Public diplomacy in China has been a central concept in the country’s political communication since the 2000s.
Yet, its conceptualisation in the country has remained vague and contradictory given the continuing existence
of a Leninist PROPAGANDA system, which has remained in fact responsible for its performance. Public
diplomacy in Russia has focused since the 2000s on promoting the country’s cultural attractiveness while at
the same time presenting it as a bulwark against U.S. hegemony, Western liberal democracy, and “globalism”.
Crucially, Russia’s public diplomacy openly makes use of PROPAGANDA, DISINFORMATION, and more broadly
INFORMATION OPERATIONS to achieve its objectives.

PUBLIC OPINION GUIDANCE (i 5] %, yulun yindao). A term describing the Chinese strategy of directing
(primarily domestic) public discourse in a way that aligns with government policies and objectives. It
emphasizes shaping the interpretation of events and information in a manner that supports national stability
and unity. Public opinion guidance involves multiple layers of media CENSORSHIP, executed through state-run
media outlets and stringent regulation of digital platform, specifying how certain events and topics should be
reported. Key tools include content filtering, blocking of websites that offer dissenting viewpoints, and the use
of internet commentators (see INTERNET WATER ARMY and TROLLS) who post pro-government comments to
influence discussions online. Public opinion guidance does not simply concern the dissemination and
censorship of information but also the management of nationalist protests in case of international dispute.

PUBLIC OPINION WARFARE One of the components of the THREE WARFARES. Public opinion warfares aims
to shape and manipulate public opinion within an adversary to undermine its internal cohesion during a
confrontation or open conflict.

SHARP POWER A mode of authoritarian influence targeting liberal democracies conceptualised in Western
policy and academia environments. Sharp power aims at obtaining the same outcomes of SOFT POWER by
mixing tools generally associated with the latter, such as people-to-people exchanges, cultural activities,
educational programs, and media enterprises, with bullying or coercive tactics.

SOCIAL ENGINEERING The manipulation of individuals or groups to divulge confidential information or
perform actions that are not in their best interest, but which serve the manipulator’s purpose. This is achieved
through deceptive interactions that exploit human psychological vulnerabilities, such as trust, fear, or the
desire to be helpful, often through personalised approaches based on detailed knowledge of the victims.

SOCIAL MEDIA WARFARE A medium-focused term used to describe forms of INFORMATION WARFARE,
POLITICAL WARFARE, PSYCHOLOGICAL WARFARE, PUBLIC OPINION WARFARE, in which social media are used
as a weapon with the aim of causing lasting damage to certain actors such as governments or companies.

SOCIAL NETWORK MANIPULATION The use of government or political party employees or contractors,
often called cyber troops, to manipulate public opinion online for political purposes across multiple social
media platforms. See: “INTERNET WATER ARMY”, TROLLS.
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SOFT POWER The intentional projection by a state of a specific self-identity with the aim of exerting influence
beyond its national borders through non-coercive means. A concept that emerged in Western academia
between the 1990s and the 2000s. It involves leveraging cultural attractiveness, diplomatic initiatives, and
image laundering strategies to shape the perceptions and beliefs of foreign populations about the sponsoring
government. This concept is often associated with efforts to cultivate positive impressions and affiliations with
a nation's values, culture, and policies in order to garner support or sway opinions abroad. However, the
effectiveness of soft power initiatives may vary depending on factors such as the familiarity of the target
population with the sponsoring government and the existing perceptions of its actions and policies.

Soft power in China has been embraced by party and state institutions since the late 2000s. In the Chinese
discourse, soft power is closely linked to “cultural power” and to DISCOURSE POWER. Chinese soft power is
therefore characterised by a top-down pro-active approach by party and state institutions, rather than by
bottom-up dynamics, thus also being closely linked to PUBLIC DIPLOMACY. Cultural attractiveness is central in
the Chinese construction of soft power, in contrast to the original conceptualisation in the West, which sees
culture as one of several dimensions. Mega-events, as well as cultural exhibitions and exchanges are seen as
key soft power tools.

Soft power in Russia has also been embraced by the Russian state since the late 2000s and similarly
conceptualised as a form of cultural power to gain and use to resist Western hegemony. Russian soft power
targets several “niche” audiences across the world and across the political spectrum and is articulated both in
centralised and a decentralised fashion.

STRATEGIC COMMUNICATIONS The use of words, actions, images, or symbols to influence audiences and
shape their behaviour in order to advance interests and policies and achieve objectives. Western actors such
as NATO and the EU inextricably tie their conceptions of strategic communications not only to interests but
also to (liberal and democratic) political values. Original conceptions of strategic communications emerged
from the US-NATO milieus during the Global War on Terror and the interventions in Afghanistan and focused
on the dissemination of coordinated and coherent messaging across different channels to achieve political
objectives. In the case of Russia, strategic communications is conceptualised as INFORMATION WAR
(mHpopmaLmMoHHan BoWHa, informatsionnaya voyna), as it focused on how actions, rather than information,
can enable effective communications with multiple foreign audiences to serve the state’s objective. In the
case of China, the term strategic communications (5&#&4% 4%, zhanliie chuanbo), has been used to discuss a
wide range of issues on the effectiveness, adaptiveness, and localisation of PROPAGANDA targeting foreign
actors.

STRATEGIC NARRATIVES Narratives that are crafted and disseminated with the specific aim to contribute
to the realization of a goal by affecting the cognitive process of their targets. In NATO understanding of
STRATEGIC COMMUNICATIONS, all narratives are conceived as inherently strategic, thus the term is not used.

SUBVERSION WAR A Russian conceptualization of war which involves exploiting existing domestic turmoil
for political gain, whether through direct or indirect means, amidst rapid political, social, and cultural
transformations.

THOUGHT WORK (B T.1E, sixiang gongzuo). The efforts to educate and indoctrinate the public and party
members with the values and principles considered correct by the Chinese Communist Party, often through
controlled information channels. Thought Work extends to the internal discipline of the party, where party
members are regularly required to attend study sessions and ideological training to maintain their
commitment to the principles of the party and to prevent the infiltration of corrupt or “foreign” ideas. The
implementation of Thought Work is not merely about disseminating information but involves active dialogue,
feedback mechanisms, and the adjustment of strategies based on public reception and internal party
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dynamics. It is a dynamic and ongoing process that adapts to new challenges and opportunities to reinforce
the party's legitimacy and authority.

THREE WARFARES (=f%, sanzhan). A People’s Liberation Army’s concept that focuses on the combination
of PSYCHOLOGICAL WARFARE, PUBLIC OPINION WARFARE, and LAWFARE to advance a country’s interests and
objectives. The Three Warfares can be waged, within and outside the battlefield, and exist both at a strategic
level, at an operational level, and at a tactical level. Cross-domain, and therefore HYBRID in nature, each of
the Three Warfares is waged first and foremost in the information domain.

“TROLL” An individual who frequently chooses to remain anonymous while engaging in online activities aimed
at persuading or influencing others’ thoughts and emotions. Trolls often utilize deceptive or half-truthful
information in their posts, with the intention of steering conversations or shaping opinions on various online
platforms. Organized operations employing trolls to work in a coordinated fashion to manipulate public
discourse by disseminating or contrasting certain narratives, are called troll farms. Both China (“50 Cent
Party”, FiE %, wumaodang) and Russia (Internet Research Agency) are known to have made use of troll
farms.

UNITED FRONT WORK (4t —/ili 2k 1.1, tongyi zhanxian gongzuo). A set of overt and covert practices of
Leninist origins aimed at fostering, maintaining, and mobilising networks of allies and friends among foreign
and oversea Chinese communities aimed at supporting the Party in contested environments. United front
Work is undertaken by a system of Party, State, and Party-State adjacent organisations, ultimately coordinated
by the United Front Work Department. UFW activities may involve “elite capture” through strategic
corruption, co-optation, and initiatives of lobbying. It is a critical component of China’s POLITICAL WARFARE.
Hong Kong, Macau, and Taiwan have long been key loci of united front work operations, but throughout the
2010s, they also considerably expanded abroad. The academe, former political officials, as well as media
figures are traditional united front work targets.

UNRESTRICTED WARFARE (aka “beyond-boundaries-warfare”, i [} % , chaoxianzhan). A Chinese
conceptualisation of warfare based on transcending boundaries between battle-domains and between
traditional understanding of “wartime” and “peacetime” activities. A precursor of the THREE WARFARES, and
a concept contiguous to HYBRID WARFARE.
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